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AHHOTaUMUA

HacTosilwee PyKoOBOACTBO A0MNOMHAET AO0KyMeHT "XXTAW.00050-03 90 02. Kpuntollpo CSP.
PykoBoactBo apgmumHuctpatopa 6e3onacHoctn. O6was 4actb" npu  wmcnonb3oBaHum CK3U  nopg
ynpasneHunem OC FreeBSD.

MHCTpYyKUNM aAMUHUCTpaTopaMm 6e3onacHocTn 7 nonb3oBaTeNnsam pasnunyHbIX
aBTOMATM3MPOBAHHbIX cuctem, mcnonbaytowmx CK3U Kpuntollpo CSP, pgomxHbl pa3pabaTbiBaTbCs C
yyeToM TpeboBaHMIi HacToSLWero AJOKyMeHTa.

Cnuncok cokpalleHum

CRL Cnncok oTo3BaHHbIX cepTudmkatos (Certificate Revocation List)

ITU-T MexayHapoaHbIn KOMUTET No TenekoMMyHunkaumsm (International
Telecommunication Union)

IETF Internet Engineering Task Force

AC ABTOMaTU3NpPOBAHHAaA cUCTeMa

APM ABTOMaTM3MpOBaHHOEe paboyee MecTo

™M TMBKMUN MarHUTHLIN ANUCK

ACH [JaTunk cny4darHbixX ymcen

HDD XXeCTKMn MarHUTHbIN AUCK

K KoHeuHbI nonb3oBaTesb

HCA HecaHKUMOHNUPOBAHHbLIA AOCTYN

ocC OnepauunoHHas cuctema

MAK MporpamMMHo-annapaTHbIi KOMMIeKC

Mno MporpamMMHoe obecneueHune

Perncrpaums lMpuceoeHue onpeaeneHHbix aTpmbyToB (agpeca, HOMepa KJ4a,

npas MCNOSIb30BaHUSA U T.M.) aboHeHTy

PernameHT COBOKYMHOCTb UHCTPYKLMIA U APYroit pernameHTupyoLLei
[IOKyMeHTaummn, obecneumsatollen dyHKLUNOHUPOBaHME
aBTOMATU3MPOBAHHOMN CUCTEMbI BO BCEX PEXMMaAX.

CBT CpeacTBa BblUUCIUTENIBHON TEXHUKMU

CepTtudukar DNEKTPOHHbIN AOKYMEHT, MOATBEPXKAAOLMIA MPUHAAIEXHOCTb
OTKPbITOrO K/loUa UAN Kiltoua NpoBepPKU S1EeKTPOHHOMN NOAMNUCK 1
onpeaenieHHbIX aTpubyToB KOHKPETHOMY aboHEHTY

CepTudurkauus Mpouecc n3rotoBneHns cepTudmKaTa OTKPbITOro Kya uim
K/l04a NPOBEPKWN 3NIEKTPOHHOM noanucn aboHeHTa B ueHTpe
cepTudukaumnm

CK3u CpeanctBo kpunTorpadunuyeckon 3awmTbl MHpopMauumn

cocC Cnuncok oTo3BaHHbIX cepTudunkaTtoB (Certificate Revocation List)

CcC CnpaBOYHMK CEPTUPUKATOB OTKPbITLIX KIOYEN 1 Kt4en
NpoBepKN 31eKTPOHHON noanucn. CeTeBo CNpPaBOYHUK.

LC LeHTp Ceptudukaummn (Yaoctosepstowmn LeHTp)

upP LleHTp Perncrpaunmu

34 DNEeKTPOHHbI AOKYMEHT

3N DNeKTpOoHHasa NoAnuchb
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1. OCHOBHble TeXHNU4YecKmne aaHHble N Xapaktepuctmkm CK3U

1.1. MNMporpamMHoO-annapaTHaa cpeaa
CK31M >XKTAN.00050-03 nog ynpaeneHnem OC FreeBSD wcnonb3yetca B MNpOrpaMmMHO-
annapaTHbix cpegax OC FreeBSD 7/8/9 (ia32, x64).

Co cpokaMu 3KChfyaTaluu ornepauLmMoHHbIX CUCTEM, B Cpefde KOTopbiX (GyHKUMOHMpPYyeT CK3MU,
MOXXHO 03HAKOMWUTbLCS MO CleAyloLWEMY aapecy:

<http://www.freebsd.org/security/security.html> u
<http://lists.freebsd.org/pipermail/freebsd-stable/2008-April/041676.html>.

1.2. BapuaHTbl ucnonHeHmna CK3U

CK3M XKTAKN.00050-03 ansa pabotbl ¢ OC FreeBSD 7/8/9 un3roToBnsieTcs M pacnpocTpaHaeTcs B
ABYX BapuaHTaxX UCMOSIHEHUS:

NcnonHeHne 1 — CK3WM knacca 3awmutbl KC1.
NcnonHeHne 2 — CK3WM knacca 3awmtbl KC2.

1.3. KnwouyeBble HoCUTENu
B kauecTBe K/10YEBbLIX HOCUTENEN 3aKpbITbIX Knwoden u kawden M MOT'yT NCMOJZ1Ib30BaTbCA:
rma 3,5”;
USB auncku
Pazpen HDD M>BM

Mpumevanunna. 1. [lonyckaeTcsd XpaHeHWe 3aKpbITbiX KA4Yen u kawodven Ol B
paszgene HDD npu ycnoBuu pacnpoctpaHeHns Ha HDD wnn N3BM ¢ HDD
TpeboBaHuii No obpalleHnIo C K/OYEeBbIMU HOCUTENAMU, B TOM 4uC/e U nocse

L!!' YAAneHus Kouen.

2. MNepeyeHb kNtOYEBbIX HOCUTenNel Mo ucnonHeHusm CK3U wm
nporpamMMHo-annapaTHbiM nnatdopmam cMm. dopmynsap XKTHAKM.00050-03 30 01,
n.n. 3.8, 3.9.

2. YcraHoska anctpmbytusea MO CK3U

YcTaHoBKa, yaaneHue u obHoBneHune MO OCYLLECTBJIAETCA OT MMEHW MOJIb30BaTeNnd, UMELWero
npaBa agMUHNUCTpaTOpa: noa yqéTHOﬁ 3anucbio root nam ¢ ncnonb3oBaHMeM KoMaHAbl sudo.

CK3MN Kpuntollpo CSP TpebyeT cneaylowen MocieaoBaTe/IbHOCTM YCTAaHOBKWU: CHauvana
yCTaHaBMBAETCA NpoBangep, 3aTeM YCTaHaB/MBAOTCS OCTalbHble MOAY/MWN, BXOoAsAWME B COCTaB
KOMMJieKTaunm.

B OC FreeBSD ans yctaHoBku, yaaneHnsa n obHosnernus MO npumeHsaoTca nakeTbl (packages).
MNaker - apxumB AUCTpubyTMBa, coaepxawmii dannbl ycTaHaBIMBAEMOro MNPUNIOXEHUS W dalinbl,
NCMNONb3YOLWMECS WHCTANNATOPOM ANst KOHMUIypupoBaHUa cpeabl. DTOT apxXxvMB WMeeT pacluMpeHune
.tbz. Ona wpeHTudukaumm ero kak nakeTta, dann coaepxut 5 dalinos, onucbiBalOWMX apxus
(+CONTENTS, +COMMENT, +DESC, +INSTALL, +DISPLAY).

[ns yCTaHOBKW NakeTa UCMOsb3yeTcsl KoMaHaa:
pkg_add <dain_nakera>

Hanpumep: pkg_add ./CPRObase-3.6.1_0.tbz
[nsa ypaneHus naketa UCMonb3yeTcs KoMaHaa:
pkg_delete <uma_nakera>

Hanpumep: pkg_delete CPRObase-3.6.1_0
dalinbl U3 NAKeTOB yCTaHaBNMBaloTCa B /opt/cprocsp.
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[MakeTbl 3aBUCAT ApYyr OT Apyra, NO3TOMY AOJ/KHbI YCTaHaBAMBATLCA MO NOPSAAKY C YYETOM 3TUX
BaBMCMMOCTeVI, a yaandartbCcda B 06paTHOM nopsagke. YCNoBHO MOXHO CcyuTaTb npaBuJibHbIM MOpPAAKOM
TOT, KOTOPbIN onncaH B Tabnunue 3aBMCMMOCTEN N HAa3HAYEHUSA NaKeToB.

Tabnuua 3aBUCUMOCTEN M Ha3HaYeHMS NaKeToB.

Mma naketa 3aBUCUMMOCTH HasHauyeHune naketa
Ob6sa3aTenbHble NakeTbl

CPRObase-... Ba3oBbI naker,
yCTaHaBNMBaETCS NepBbIM.

CPROrdr-... CPRObase-... OcCHOBHblE NpUIoXeHus,
cuutbiBaTenn n A4CH.

CPROCcpl-... CPROrdr-... CAPILite, nporpammbl #
6ubnmnotekun ans
BbICOKOYPOBHEBON paboTbl
C Kpuntorpaguen
(ceptndukatammn, CMS...).

CPROkc1-... CPROrdr-... Mposangep KC1.

CPROkc2-... CPROrdr-... MpoBanaep KC2,
yCTaHaBnuMBaeTcs TONbKO
Tam, rae B 3TOM eCTb
HeobxoaumocTb. B  2TOM
cnyyae  CPROkcl-... He
yCTaHaBMBaeTCs.

JononHuntenbHble nakeTbl
CPROrdg-... CPROrdr-..., open-motif, | Mpadunuecknii BuoCH,
XFree86-libraries 3anpoc naponss wu apyrue

GUI-guanoru.

CPROrdp-... CPROrdr-..., pcsclite Moaynn noapepxkmn PCSC-
cunTbiBaTENEN, CMapT-KapT
(PUK, Ockap, Maructpa...).

CPROcspd-... CPRObase-... MakeT ana paspaboTumka.

CPROdrv-... CPRObase-... [OpansepHasa 6bubnuoteka.

CPROdrvd-... CPROcspd-... MNaketr panga paspaboTumka
OpaiBepoB.

CPROstnl-... CPRObase-... YHuBepcanbHbIi SSL/TLS
TYHHEsb.

CPROrdemv-... CPROrdr-... Moaynb nogaepxku EMV

3.06HoBNeHMe O CK3U

Ons o6HoBneHus MO CK3U Ha OC FreeBSD HeobxoauMo:

3aNOMHUTb TeKYLLY KOHdurypaumo CSP:
o Habop yCcTaHOBNEHHbIX MAKETOB
o HaCTpOMKM nposangepa (ans NpOCTOThI MOXHO  COXpaHWTb
/etc/opt/cprocsp/config[64].ini)
yAanuTb wTaTHbIMK cpeacTteamm OC Bce naketbl CK3U
YCTaHOBUTb aHaNOrn4yHble HoBble nakeTbl CK3U

npuM Heob6XxoAMMOCTU BHECTU U3MEHEHUS B HacTporku (MoXxHO nocMmoTpeTb diff
cTtaporo u HoBoro config[64].ini)

KJTOUM U cepTUdUKaTbl COXPAHSOTCS aBTOMATUYECKN
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4. Hactpounka CK3U

4.1. JocTtyn K yTunute ansa Hactponku CK3U

Hactporika CK3W ocywlecTBNsSeTCs C MOMOLWbI0 YyTUAUTbI cpconfig, KOTopas BXOAMT B COCTaB
ANCTpnbyTmBa W pacrnonoxeHa B aupektopun /[opt/cprocsp/sbin/<HasBaHue_apXuTeKTypbi>.
Ecnn ycrtaHoBneHbl nakeTtbl CK3W pgnga AByx apxuTekTyp, Hanpumep ia32 n x64, To AencTBusA no
HaCTpPOMKE HY>XHO MpPOBOAUTb ABaXAbl — ANS KaXA0N apxuTekTypbl cpconfig-oM M3 COOTBETCTBYIOLLEN
nanku.

4.2. BBoa cepnnHOro HoMepa nmueH3unn

Mpu yctaHoBke nporpaMMHoro obecnedeHusa CK3W 6e3 BBoAaa NMUEH3MW MOAb30BaTeNIo
NpeaocTaBnseTcs NMUEH3US C OrpaHUYEHHbIM CPOKOM JeicTsus. Ana wmcnonb3oBaHusa CK3W nocne
OKOHYaHMA 3TOr0 Cpoka Mosb3oBaTeslb [O/MKEH BBECTU CepUliHbIA HOMep C 6naHKa fnueH3uu,
NONYYEHHOM Yy oOpraHusaumm-paspaboTumka WM OpraHvMsaumu, UMeEKLLen npaBa pacnpocTpaHeHUs
npoaykta (avnepa). Ans npocMoTpa MHMOPMaLUM O JIMLEH3UM BbINOSIHUTE:

# cpconfig -license -view

[ns BBOAA NMULEH3UN BbINOMHUTE:

# cpconfig -license -set <cepuitHbIli_HOMep>

CepwuiiHbI HOMEp clieayeT BBOAMTb C COBM0AEHNEM perncTpa CMMBOJIOB.

4.3. HacTtponka obopynosaHunsa CK3U

Ytnnuta cpconfig Takxke npeAHa3sHayeHa AN M3MeHeHWs Habopa YCTpOMCTB XpaHeHWs
(HocuTenen) u cunTbiBaHWA (cuMTbiBaTesen) KAKOYEBOM WMHMOPMaUUM U AATUYMKOB CYYaMHbIX Yncen.
MpenycTaHOBAEHHbIMU ABRAOTCSA cunTbiBaTenu flash-Hocutenel n ob6pas gMcKeTbl Ha XXECTKOM AUCKE.

Onsa npocMoTpa cnucka HaAaCTPOEHHbIX CYUTLIBATENen:
# ./cpconfig -hardware reader -view

CunTbiBaTEeNb AUCKET HE YCTaHaBJ/IMBaAETCA MO yMOJZITHaHUIO, TaK KaK Mpu OTCYTCTBUUN OANUCKETbI B
AnckoBoAe nepedncneHmne KOHTEVIHepOB CUNbHO 3amegniseTtcd. Ansa gobaBneHns cuntbiBaTens ANCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"
[Ons npocMoTpa cnmcka HacTpoeHHbIx ACY:

# ./cpconfig -hardware rndm -view

Onsa koHconbHoro bno1CH tpebyetcs nakeTr

CPROkcl, kpome TOro oH pabotaer Tonbko c KC1 npoangepom. [na pobasneHus
KOHcosibHoro bnoCH4:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"

Ons rpaduueckoro bnoJCH Tpebyetcsa naker CPROrdg mn X-cepBep, kpome TOoro oH pabotaer
Tonbko ¢ KC1 npoBanaepoM. [insa nobasneHuns rpaguueckoro bnoC4:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"
Ana po6asnenuna ACH KMNUM:
# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /db1/kis_1
/var/opt/cprocsp/dsrf/db1/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxxe Hago ckonupoBaTb daisbl C AaHHbIMU, NOJlyYeHHbIMM Ha "APM BbipaboTKM BHeLHeWn
ramMmbl", MOSIOXKUM, YTO OHM nexat B /tmp/db[1,2]:

# cp /tmp/db1l/kis_1 /var/opt/cprocsp/dsrf/db1/kis_1
# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Ona paboTtbl co cuuTtbiBaTenem PC/SC Tpebyetrca naker CPROrdp. [Mocne noakno4veHus
CUMTbIBaTeNS Y3HaNTe MMSA yCTpONCTBa:

# /opt/cprocsp/bin/ia32/csptest -card -enum
Gemplus GemPC Twin 00 00

Total:

[ErrorCode: 0x00000000]
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Onsa nobaBneHns cunTbiBaTENUS UCMONb3YITE 3TO UMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Onsa nonydeHnsa noapobHon cnpaseku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware -help

4.4, YCTaHOBKa NnapaMeTpoB XYpHaMpoBaHUS

CK3M nosgonsieT cobupatb OTIAA0OYHYKD MHMOPMaUMIO U UMEeT  BO3MOXHOCTb
MpOTOKOAMpPOBaHUS cobbiTuin. WHQopMauus 3anucbiBaeTcss B CUCTEMHbIA XypHan (06biYHO B
/var/log/messages). CywecTByeT BO3MOXHOCTb M3MEHEHWS HaCTPOeK XYPHAaJMPOBAHUA Pa3NUYHbIX
mMoaynen npoaykta. CyllecTByeT BO3MOXHOCTb W3MEHEHUSI YPOBHS XXYpPHanupoBaHus u dopmaTa
BbIBOAMMbIX OT/1AA0UHbIX CO0bLWEeHM. Ang Nony4YeHns cnpaBku Mo HAaCTPOMKaM XypHaanpoBaHUN:

# cpconfig -loglevel -help

Moaynu, Ans KOTOpbIX NOAAEPXKMBAETCS XypHanMpoBaHue:
Cpcsp - A4p0 KpunTonposangepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyx6a xpaHeHus knatoyen (KC2)
libssp - TLS

cppkesll - PKCS11
cpdrv - gpaneep
dmntcs

4.5. HacTtpowka kpunTtonposanaepa rno yMoa4aHuio
[na npocMoTpa TUNOB AOCTYMHbIX KPUNTONpPOBAKAEPOB:
$ ./cpconfig -defprov -view_type
[ns npocMoTpa CBOWCTB KPMNTONpOBanaepa HY>XXHOro Tuna:
# ./cpconfig -defprov -view -provtype <provtype>
[Ona ycTaHOBKM MnpoBavgepa Mo YMOMYaHUIO AN HYXKHOro Tuna:
# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provhame>
Ons nonyyeHus nMeHW npoBargepa MO YMOJIYAHMIO AN HYXHOro Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>

5.YcTaHoBKa CONYTCTBYHOLLMNX NAKETOB

Ons nepejaum no cetu 3anpocoB Ha ceptudwukaTtbl, CRL 1 T.n., a Takxe A9 NOAAEPXKKU
OOMOSNHUTENbHBIX  K/IOYEBbIX CYMTbIBAaTeNen U HocuTener MoxeT noTpeboBaTbCsa yCTaHOBKA
OOMOSTHUTENbHbIX NAaKETOB.

Ecnn conyTCcTBYKOLWME MaKeTbl CKauyMBawTca U3 WHTepHeTa, Heob6XxoAMMO MOATBEPAUTb UX
LEeNOCTHOCTb, MPOBEPMB MNOAMUCb MU Xew. Ecnu MCTouHMK He obecneuynmBaeT Takue MexaHU3Mbl,
[OMNyCKaeTCsl UCMOSb30BaHME MaKeTOB TOMbKO C AWUCKA C AUCTpubyTuBoM CK3WN, rae sTM MexaHM3Mbl
Mcnosb3yloTcs. Ha Aucke nakeTbl fiexaT B nanke \extra.

5.1. BubnwuoTteka libcurl

Mcnonb3yeTtca ang nepegayvun 3anpocos Ha ceptudukaTol, CRL 1 T.n. no cetwn.

C canta pa3spabotumka npoekta http://curl.haxx.se/ MOXHO cKayaTb NaKeT C MCXOAHbIMMU
TekCcTaMmn ansa camocrosTesibHon cbopku. Kak npaBuno, TaM xe ecTb 32-6UTHble BMHapHble NakeTbl.

32-6UTHbIN BUHapPHbIM NakeT AOCTyMNeH Ha canTe npomnssoautens OC:
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-current/All/
Takxxe MoXxHO cobpaTb 6MbnmoTeky us noptoB /usr/ports/ftp/curl.



http://curl.haxx.se/
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Mocne ycTaHOBKKM 6UMBAMOTEK HAAO 3aperncTpMpoBaTh NyTU K HUM. Hanpumep:

# /opt/cprocsp/sbin/ia32/cpconfig -ini \config\apppath -add string libcurl.so
/usr/local/lib/libcurl.so

6.CocTtaB 1 Ha3HayeHne KOMMOHEHT NMPOrpaMMHOro
obecneyeHns CK3U

6.1. basoBblie moaynn CK3U

MO CK3WU coaepxut 6a3oBble MoayNu:

libcsp — aMHamunueckmn 3arpyxaemas 6ubnmoreka CK3W.

libcspr - 6ubnunoteka pabotbl ¢ yaanéHHbiMm CK3U.

drvcsp — AMHaAMUYEeCKN 3arpyxaeMblii MOAY b sAapa.

libssp — 6ubnmnoTeka noaaepXKn Moaynsa ceteBor ayteHTudukaumm Kpuntollpo TLS
cpverify — Moaynb KOHTPONS LE/TOCTHOCTH.

wipefile - moaynb yaaneHusa dainoB BMECTe C COAEPXKMMbIM.

B Ha3BaHuax auctpmnbytmneos CK3W ncnonb3yercs HoTaums:
CPRO - npedukc;
CSp — KpunTonposanaep;
drv - 3arpyxaemblin Mmoaynb aapa OC;
[d] - onuwoHanbHO - yKa3blBaeT Ha AOKYMEHTauMIo (TeCToBble NpuUMephl);
i386 - nnatdopma Intel.

6.1.1. bubnunoteka libcsp

Bubnunoteka libcsp peanusyet uenesble dyHKUMN Kpuntorpadunyeckon 3awmTbl MHPOpMaLmmn,
paboTy C Kno4YaMu, 4OCTYN K KNOYEBbIM HOCUTENAM, KNaBuaTypHbi CY.

6.1.2. bubnunoteka libcspr

bubnuoTteka libcspr obecneumMBaeT  ypaneHHbIi  AoCTyn K KpunTonpoBanaepy,
(PYHKUMOHUPYIOLWEMY KaK OTAENbHbIA CEpBUC.

6.1.3. [dpavBepHasa 6ubnuoteka drvcsp

Bubnuoteka drvcsp, ncrnonblyeMas B KayecTBe AMHAMUYECKM 3arpyxaemoro moaynsa sapa OC,
peanusyeT ueneBble GYHKUMU KpunTorpaduyeckon sawmtbl nHbopMmaumm (kpome cdopMupoBaHus II1)
n paboTy C Knyamu.

6.1.4. Mopaynu ceteBomn ayteHTudumnkaumm Kpmuntollpo TLS

Moaynb libssp obecneunBaer peanmsaumio NpoTtokosia ceTeBor ayTeHTudukaummn Kpuntollpo
TLS. Ob6uwee onucaHne NpoToKosia NpMBEAEHO B COOTBETCTBYHOLWEM pasaene gokymeHTa "XTAN.00050-
03 90 02. Kpuntolpo CSP. PykoBoacTeso agMmHucTpatopa 6esonacHoctn. Obwas yacrtb."

Mpotokon TLS (RFC 2246) wucrnonb3yeTcs Ans 3alinTbl COEAMHEHUNA B KIIMEHT-CEPBEPHbIX
TEXHONOrMsAX.

MporpammHoe obecnedeHne Kpuntollpo TLS gaBnseTca peanusaumein npotokona TLS wu
ncnonb3lyeTt kpuntorpadudeckme dyHkumm CK3W ana obecneyeHmss npouecca ayTeHTUdDMKauum u
WndpoBaHMa Tpaduka Mexay KIMEHTOM U CEPBEPOM.

6.1.5. Moaynb cpverify

Moaynb cpverify npeaHasHayeH pAsa KOHTPOJSIS LENOoCTHOCTM npu  yctaHoBke CK3U w
dpyHKUMOHUpoBaHuM MO CK3U Ha NMOBM nonb3oBartens.

6.1.6. Moaynb wipefile
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Moaynb wipefile ucnone3syerca ans yaaneHus annoB BMECTE C COAEPXMMbIM MPW WITATHbLIX U
HewTaTHbIX (CBONMPOBAHWE) CUTyaumsx.

6.2. Moaynu MNK3U
6.2.1. Moaynsb libcapi20

Moaynb libcapi20 vcnonb3yetcsa Ans ynpaBfieHus cepTudukKatamnm OTKpPbITbIX, a Takxe ans
obecneueHns BbIMOSIHEHMSA KpunTorpanyeckmx 3anpocoB Ha ypoBHe uHTepderica CryptoAPI v. 2.0.
NHTepderic moayns capilite asnsetca nogMHoxxecTBoM MHTepdenca CryptoAPI v. 2.0.

6.2.2. bubnuoteka librdrrdr

bubnuoteka librdrrdr ob6ecneuymBaeTr yHUPUUMPOBAHHLIA MHTEPdENC AOCTyNa K KIOYEBbLIM
HOCUTENSIM BHE 3aBUCMMOCTM OT UX Tuna.

6.2.3. Moaynun AoCTyna K KOHKPETHbIM TUMNaM KJIl04YEBbIX HOCUTENENn

M cuYUTbIBaTENEN:

. librdrfatl2 «k guckosony u anckete 3.5" 1 pasgeny XecTkoro Amcka

. librdrpcsc Kk cuuTbiBaTensaMm cMapT-kapT wu eToken, noaaepXxusarowmm
nHTepdeic PC/SC

. librdremv «k kntouyeBbIM HocuTensm EMV n Gemalto

6.2.4. Bubnuoteka librdrsup
bubnuoteka librdrsup obecneumBaetr peanmsaumto o6WKMX (PYyHKUMIA AOCTyna K Pas/IMYHbIM
YCTPONCTBAM XpaHEHUs KJIHYEeBbIX HOCUTENEN.
6.2.5. Moaynu gaTtynkoB Cny4vamHbIX Ymncen
Bubnuotekun librdrrndm wun librdrrndmbio o6ecneumBatoT nopaepxky paboTbl C
duU3nYeCcKkUMN gaTumKaMm CnyyamHbIX Ymcen.
6.2.6. bubnunoteka libasnldata nogaepxkn npotokona ASN1

bubnuoteka libasnldata cogepxut dyHKUMM NpeobpaszoBaHUS CTPYKTYpP AaHHbIX B MalIMHHO-
He3aBMCMMOe MpeacTaBieHNe.

7.BctpanBaHmne CK3W1 B npuknagHoe 0O

Mpun BcTpamBaHunm CK3WM B npukiagHoe nporpaMmHoe obecnedyeHune A0MXKHbl BbIMOMHATLCS
TpeboBaHua paspgena 7 pokymeHta "XTAWM.00050-03 90 02. Kpuntollpo CSP. PykoBoACTBO
aaMuHMCTpaTopa 6e3sonacHocTn. Obuwas yacTtb."

8. TpeboBaHWA MO OpraHMU3auMOHHO-TEXHUYECKNM U
aAMUHUCTPATMBHbIM MepaM obecrneyeHuns
akcnnyaTtaummn CK3U

[OMXHbI BbINOAHATECS TpeboBaHUA NO OPraHU3aLUMOHHO-TEXHUYECKMM W aAMUHUCTPATUBHbLIM
mMepam obecnedyeHna 6esonacHocTn 3kcnnyataumm CK3M B obbeme paspgena 12 [oKyMeHTa
"XTAN.00050-03 90 02. Kpuntollpo CSP. PykoBoacTBO aaMuHuUcTpaTopa 6e3onacHoctn. Obwas
yacTb."

8.1. 0O6wwne Mepbl 3awmnTbl oT HC/ MO c ycTaHOBNEHHbIMU
CK3WU ana OC FreeBSD

Moa ynpasneHmeMm UNIX-nogobHbix onepaunoHHbiXx cuctem CK3U JOMXKHO MCNOMb30BaThbCs C
nporpamMMHbiM obecneveHnem:

e Certmgr (Kpuntollpo Certmgr).
e CryptCP.

¢ Apache Trusted TLS (Digt).

e Trusted TLS (Digt).
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Mcnonb3osaHue CK3W nog ynpasneHnem OC FreeBSD.

Mpu wmncnonb3zoBaHum CK3UN XKTAW.00050-03 noa ynpasnenHmem OC FreeBSD Heobxoanmo
NpeanpuHATbL AOMNOSIHUTENIbHbIE MEpbl OPraHM3auMOHHOINO U TEXHWMYECKOrO XapakTepa W BbIMOJHUTb
LOMOSIHUTENbHbIE HACTPOMKM OMnepauMoHHON cucTembl. [pu 3TOM CTaBUTCS 3ajaya He TOJIbKOo
obecneunTb AOMOAHUTENbHYIO 3awmnTy cepeepa u OC ot HCA, Ho n obecneunTb 6ecnepeboliHblii pexmum
paboTbl U UCKITIOYNTL BO3MOXHOCTM "OTKasa B 06CNyXunBaHUM", BbI3BAHHOMO BHYTPEHHMMK MpPUYUHAMM
(HanpuMep - nepenosiHeHneM hannoBbIX CUCTEM).

K opraHn3auMoHHO-TEXHUYECKMM MepaM OTHOCATCS:

8.1.1.

obecneueHune umsmnyeckon 6es3onacHOCTM cepBepa;
YyCTaHOBKa MpPOrpaMMHbIX 06HOBNEHWUIA;

opraHmsauus npoueaypbl pPe3epBHOr0 KOMMPOBAHUS W  XPaHEHUS pe3epBHbIX
KOMWun.

JononHutenbHble HacTpolrikn OC FreeBSD kacatoTcsa cneaytowero:

orpaHuvyeHue [ocTyna nonb3oBaTenel W HacTPOWMKM  MOJIb30BaTeNbCKOro
OKpYXeHUS;

OrpaHuUYeHne ceTeBbIX COeAMHEHUN;
OrpaHMYeHUs Npu MOHTMPOBaHUN PaltNOBbLIX CUCTEM;
OrpaHMYeHus Ha 3anycK NpoLeccos;

KOHTpOJIb 3arpy3km OC M KOHTPO/Sb LESIOCTHOCTU CUCTEMHOrO WM MNpPUKIAZHOMO
nporpamMMHoro obecrnieyeHus AosmxkeH obecneuymBaTbCs NMPU MOMOLWM SNEKTPOHHOIO
3aMka (CM. COOTBETCTBYKOLWMUIM pa3gen B AokyMeHTe "XXTAWM.00050-03 90 02.
KpunTtolpo CSP. PykoBoacTtBo aaMuHucTpatopa 6e3onacHoctu. Obuwas 4dactb."),
YTO O3Ha4aeT:

e  BbINosiHeHMe 3arpy3kn ¢ PUKCUPOBAHHOIO HOCUTENSA;

e (ObecneueHne KoOHTponss  uenoctHoctht OC M NpuUKNaaHOro
nporpaMMHoro ob6ecrneyeHns A0 3arpy3ku Ha 3arpy304HOM AUCKE U
OPYIUX NMOAKMOUYEHHbIX AMCKAX.

AOonosiHUTeNbHble HacTporikn aapa OC;

HacTpoOWKa CeTeBbIX CEPBUCOB;

orpaHuyeHue Konunyecrtsa "BMANMON M3BHE" MHPOPMaLUM O CUCTEME;
HaCTpolKa NOACUCTEMbI MPOTOKONIMPOBAHUA N ayauTa.

OpraHmsaymnoHHO-TEXHUYECKNEe Mepbl

. C uenbio UCKIYEHNS BO3MOXHOCTY 3arpy3km OC, OT/IMYHOM OT YCTAHOBJIEHHOM Ha

XKecTkoM ancke MIBM, MIBM u ycTponcTBa 3arpy3Kku A0/KHbI 6bITb ornevaTaHsbl.
JomxeH 6biTb 06ecrneveH Heo6X0AMMbIN KOHTPOJ/Ib LENOCTHOCTM NnevaTen.

. ObecneyeHne dumsmnyeckon 6e3onacHOCTM cepBepa

CnefyeTr WCKAOYUATbL BO3MOXHOCTb [AOCTYyNa HeaBTOPU30BaHHONO MepcoHana K
KOHCO/IN, CUCTEME MUTAHWUS U AOMNOSIHUTENbHLIM YCTPOMCTBAM, MOAK/OYEHHbIM K
3aluMLL@eMOMY CepBepy MyTeM YCTaHOBKM 060pyZoBaHus B crneuunasnbHo
BblAE/IEHHOE M 3anupaeMoe noMelleHne (annapaTHy UIn cepBepHYH KOMHaTY).

JocTyn nepcoHana B CepBEepHyK KOMHaTy AOo/MKeH ObiTb pernaMeHTupoBaH
BHYTPEHHMM pacrnopsaKoM 3KCMyaTUpYIOWen OpraHM3aumMn u  AO/MKHOCTHbIMU
WHCTPYKLUMSMU.

Ona wcknioveHns c6oeB KOMMNbIOTEPA, BbI3BAHHbIX OTK/IIOYEHWEM 3NEKTPOMNUTaHUS,
Heobxoanmo obecneunTb aMeKTpoNuUTaHMe cepBepa OT UCTOYHMKA becrnepebonHoro
NUTaHMSA AOCTaTOYHOM MOLWLHOCTU. Kak MMHMMYM, MOLWHOCTM 6aTapei MCTOYHMKA
6ecnepeboMHOro nNUTaHMA AO/MKHO XBaTaTb Ha BpeMa AOoCTaToyHoe Ans
KOPPEKTHOro aBTOMaTUYeCcKoro 3aBeplueHns paboTsl cepsepa.

. OpraHusauus npoueaypbl pe3epBHOr0 KONMMPOBAHWUS U XPaHEHUS pe3epBHbIX

Konui

Mpu onpeaeneHnn pernameHTa pe3epBHOr0 KOMUPOBAHUSA U XpaHEHWUS pe3epBHbIX
Konuii cnegyeT obecneunTb OTBETCTBEHHOE XPaHEHWe pe3epBHbIX KOMUIA B
3anupaembix cendax (wkadax) v onpenenutb npoueaypy BblAaun pe3epBHbIX
KOMWIA OTBETCTBEHHOMY MEPCOHasNy U YHUUTOXEHUS Bblleawunx u3 ynotpebneHus
HocuTenen (NeHT, OAHOKPATHO 3anncbiBaeMblX AUCKOB U Mp.).
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10.

11.

12.

CTaHAapTHbIMXM MepaMu MO OpraHu3aumm OTBETCTBEHHOMO XpaHeHWs HocuTenen
ABNSAOTCA:
e MapKuMpoBKa HocuTeneu;

e COCTaBJ/IEHME OMUCU XPaHUMbIX HOCUTENEeN C yKasaHMeM CepUHbIX
(MHBEHTapHbIX) HOMEpOB, AaT 3anucu HocuTenen, daMmunmen CoTpyAHUKa,
co3aaBLIero Konuw ans kaxaoro wkada(cenda);

e riepuoamyeckas CBepka onucu u cogepxumoro cerdos (Wwkados);

e OpraHu3auus OTBETCTBEHHOrO XpPaHEHWS U BblAauun KJloYen oT ceindos
(wkados);
e BO3MOXHOe onevaTtbiBaHue (onnombupoBaHue) cendos(wkados).

YHUUTOXEHUE BblWeaWwnx U3 YI'IOTpeﬁJ'IeHVIFl HOCuTenenm AOSIKHO nponssoanTCcA
KOMWCCHEN C coCTaBnieHmneM akTa o6 YHUYTOXEHUN.

B cucrteme peructpupyetcs OAMH Nofib3oBaTenb, ob6nagawowui  npasBamu
aAMMHUCTpaTopa, HOCAWMIN MMS root, Ha KOTOPOro BoO3naraercsa 0653aHHOCTb
koHdurypuposatb OC FreeBSD, HacTpamBaTtb 6e3onacHocTtb OC FreeBSD, a Takxe
KoHdurypuposaTtb [M9BM, Ha koTopyto yctaHoBneHa OC FreeBSD.

. Ans nosb3oBarensa root BbI6VIpaETCFI HaZeXHbIN naposb BXOoAa B CUCTEMY,

yAOBeTBOpSAOWMA  cnegylowmM TpebosBaHMAM: ANWMHA napons He MeHee 6
CMMBOJIOB, Cpean CMMBOJIOB Mapofs AO/KHbl BCTPeYaTbCs 3arsiaBHble CUMBOJIbI,
NPOMWUCHbIE CMMBOSbI, UNUMPbLI U CneumanbHble CUMBOJbI, CPOK CMEHbl Mapofs He
peXxxe OAHOro pasa B Mecsu, AOCTYN K maposito Ao/mkeH 6biTb obecneyeH ToNbKO
aAMUHUCTPaToOpYy.

Monb3oBaTento root AOCTyMHbl HACTpPOMKKM Bcex nonb3oBaTenen OC FreeBSD,
KOTOpblE OH MOXET NpocMaTpuBaTb, penakTupoBaTb, yAansATb, co3paBaTb. Bcem
nosb3oBaTensaM, 3aperunctpupoBaHHbiM B OC FreeBSD, nonb3oBaTenb root B
COOTBETCTBMM C MOANTMKOM 6e30nacHOCTM, MPUHATOM B OpraHusauuum, naet
MMUHMMaNbHO BO3MOXHbIE AS19 HOPManbHOM paboTbl npasa. Kaxabin nosb3oBaTesb
OC FreeBSD, He sBnsowmiica mnosib3oBaTeneM root, MOXeT npocMaTpuBaTb M
pefakTMpoBaTb TOSIbKO CBOM YCT@HOBKM B paMKax npaB AOCTyna, Ha3HaYeHHbIX
eMy nosb3oBaTenem root.

Bcex nonb3oBatenen MN3BM, koTOpble HE MONb3YKTCS AAHHOW CUCTEMOM, U BCEX
CTaHAapTHbIX Nonb30BaTenen, kKoTtopble co3gatTca B OC FreeBSD BO Bpems

ycTaHoBkM (Takmx, kak "sys", "uucp", "nuucp", n "listen"), kpome nonb3oBartens
root, cneayeT yaanuThb.

B OC FreeBSD cywecTBYIOT MWCMNOJIHSEMbIe alinbl, KOTOpblie 3anycKarkTcs C
npaesamMu nonb3oBatens root. 3T dalinbl UMET YyCTaHOBJEHHbIM dnar SUID.
Monb3oBaTenb root [osKeH onpeaenvTb, KakuMM U3 3TUX @annoB B paMKax
onpegeneHHon B opraHusaumm nonuTtukn 6esonacHocTn He TpebyeTcs 3anyck C
aAMUHUCTPATUBHbIMM MOTHOMOYMSAMKW, U C NoMowblo cbpoca ¢dnara SUID ponxeH
CBECTM KOJIMYECTBO TakuMx (annoB K MWUHMMYMY. 3anycK OCTaBLUMXCA dalnos C
yCTaHoBNeHHbIM dnarom SUID gommKeH KOHTPONMPOBATLCA MoJsib30oBaTenem root.

Mpu wucnonb3oBaHmn CK3U XTAW.00050-03 Ha T[I5BM, nNOAKOYEHHbIX K
0obLwenoCTyNHbIM CEeTAM CBSI3M, AOJ/KHbI ObiTb MPeAnpUHATbI AONOSHUTENbHbIE
Mepbl, UCK/TOYatoLWMe BO3MOXHOCTb HECAHKLMOHNUPOBAHHOIO AOCTYMa K CUCTEMHbIM
pecypcam MCroJsib3yeMblX OMepauuMoHHbIX CUCTEM, K MporpaMMHoMy obecreyeHuio,
B OKpYXeHun kotoporo dyHkumoHupywT CK3UN, n k komnoHeHTam CK3U co
CTOPOHbI YKa3aHHbIX ceTeMn.

MpaBo goctyna Kk paboumm mecTtam c yctaHoBneHHbIM O CK3W npepocTaBnsiercs
TOMbKO J/iNLAM, O3HAKOMJIEHHbIM C nMpaBufaMU MOSIb30BAHUA W  U3YUYUBLUUM
3KCMyaTauMOHHY0 AOKYMEHTaUuMlo Ha nporpammHoe obecneyeHue, mMmerollee B
cBoeM cocTtaBe CK3UN XTSAM.00050-03

Ha TexHuyeckux cpeacTBax, oCHaleHHbiXx CK3WM AonxHO MCMosib30BaTbCsA TOMBbKO
JIMLEH3MOHHOE NporpaMMHoe obecrieyeHune hupM-nponsBoamTenei.

B BIOS onpenensaiwTca YCTAaHOBKW, WCKKOYaKOWMe BO3MOXHOCTb 3arpysku
OnepaumoHHOM CUCTEMbl, OT/IMYHOM OT YCTAHOBJIEHHOM Ha >ECTKOM [AUCKE:
OTK/I0YAeTCs BO3MOXHOCTb 3arpy3skum c rmbkoro pgucka, npusoga CD-ROM wu
npoyve HecTtaHdapTHble Buabl 3arpy3km OC, Bk4yas CceTeByl 3arpysky. He
npumeHsatotTca NMIBM ¢ BIOS, ucknaoyarwmM BO3MOXHOCTb OTK/IKOYEHUS CeTeBOW
3arpy3kun OC.
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13.

14,

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

CpeactBamm BIOS pomkHa ObiTb  MWCKAKOYEHA BO3MOXHOCTb  OTKJ/IHOYEHUS
nonb3osatensamMn ISA-yctponctB un  PCI-ycTponcTB. [N  WUCKIOYEHUS 3TOWM
BO3MOXHOCTM Bxog B BIOS 3BM pomxkeH 6biTb 3alMiulieH MaposieM, K KOTOPOMY
npeabaBnalTCa Te e TpeboBaHMsA, YTO M K Maposiio nosb3oBaTens root. MNaponb
aons Bxoaa B BIOS pomkeH 6biTb M3BECTEH TONbKO MOSb30BaTento root u 6biTb
OTNIMYHLIM OT Napons nonb3osaTtens root anga exona B OC FreeBSD.

Oo 3arpy3km OC ponxeH 6bITb peann3oBaH KOHTPOJSb LENOCTHOCTU ainos,
KPUTKYHbIX ans 3arpy3kn OC u nporpammbl CPVERIFY.

Mpu 3arpyske OC gonxeH 6bITb peann3oBaH KOHTPOJIb LLeIOCTHOCTU NPOrpaMMHOro
obecneuenmns, Bxoasuiero B coctaB CK3WN XTHAM.00050-03, camon OC u Bcex
NCnosiHAeMbIX Gannos, dyHKUMOHUPYOLWMX coBMecTHO ¢ CK3W ¢ ncnonb3oBaHUEM
nporpammbl CPVERIFY.

Cpeactsamu BIOS ponkHa 6bITb MCKlOMEHA BO3MOXHOCTb paboTbl Ha DBM, ecnu
BO BPEMS €ro HadasibHOM 3arpy3ku He NpoxoasT BCTPOEHHbIe TecTbl DBM (POST).

Ha KkoMmnbloTepe ycTaHaBnmeaeTca Tonbko ogHa OC. Ha KoMnbiloTepe He
yCTaHaBNMBalOTCA CpeactB pa3paboTkum wm oTnaakm IMO. Ecnn cpeacrtBa oTnagku
NMPUNOXEHNIA HYXHbI AN TEXHONOrM4yecknx noTpebHocTel opraHusauuu, To UX
NCrMoNb30BaHMe AO/MKHO 6biTb CAHKLMOHMPOBAHO aAMUHUCTPATOPOM 6e30nacHoOCTM!.
B nwbom cnydae 3anpewiaertcs MCNoMb30BaTb 3TWU CpeAcTBa ANs MNpOCMOTpa WU
pefakTMpoBaHUS Koda WM nNaMsaTM  NPWIOXEHUH, ucnonb3dywwmx CK3U
XKTAN.00050-03. Cnegyet usberatb nonagaHuvs B CUCTEMY MpoOrpaMM, rno3BONSA-
wux npu owmnbkax OC nonydatb npusuaernn root.

[onXHO 6bITb OrpaHMyeHo (C y4yeToM BbI6paHHOW B OpraHusauuu MNOAUTUKMK
6e30MacHOCTM) MCMoJIb30BaHWE MOJIb30BaTENsIMM KOMaHA cron M at - 3anycka
KOMaHA B yKasaHHOe BpeMms.

JomkHo 6bITb peanu3oBaHO @U3MYECKOe 3aTupaHuve COAEepXMMOro YyAansieMbiX
darinos c ucnonbsoBaHuem nporpammbl Wipefile ns cocraBa CK3MU.

[JonxHbl ObITb OTKJIHOYEHblI CETEBbIE MPOTOKOJIbl, KOTOPbIE HE WCMOJIb3YITCA Ha
naHHoM DBM.

B cnydae nogkniouveHus 3BM c yctaHoBneHHbiM CK3UM kK ob6wenoCcTynHbIM ceTaM
rnepegayvn AaHHbIX AO/MKHO 6bITb OTK/IIOYEHO McCnonb3oBaHue JavaScript, VBScript,
ActiveX n apyrnx nporpaMMHbiX 06beKkTOB, 3arpy>aeMbiX U3 CeTU, B MPUKIAAHbIX
nporpaMmmax.

JomkHbl 6bITb MPUHATLI MEPbI MO MCKHOYEHUIO HECAHKLMOHMPOBAHHOIO A0CTyna
NOCTOPOHHUX NUL, B MOMELLEHUS, B KOTOPbIX YCTaHOBJIEHbl TEXHUYECKNE CPeacTBa
CK3MN XTSAM.00050-03, no poay cBoen [eaATeNbHOCTU He  ABASKOWMXCS
nepcoHasioM, AOMNYLIEHHbIM K paboTe B yKa3aHHbIX NOMELLEHUSX.

[omkHO 6bITb 3anpeLleHo oCcTaBNAaATb 6€3 KOHTPOSS BbluMCAUTENbHbIE CPeACTBa, Ha
KOTOpbIX 3kcnnyatmpyetca CK3W XXTAW.00050-03 nocne BBOAA KJIHOUEBOM
mHdpopmauun. Tpm  yxopae nosb3oBatensas C paboyero ™Mecta  AO/MKHO
MCMNOMb30BaTbCsl aBTOMATUYECKOe BKJIIOYEHWE NAapOsIbHON 3acTaBKM.

N3 coctaBa cucteMbl A0MKHO 6biTb UCKNOYEHO o060opyaoBaHME, KOTOpPOe MOXET
cosgaBaTtb yrposy 6esonacHoctn OC FreeBSD. Takxe Heobxogmmo wusberatb
MCNO/b30BaHMUS HECTaHAapTHbIX annapaTHbIX CPeAcTB, MMELWMX BO3MOXHOCTb
BNMATb HA DYHKUMOHMPOBaHWe koMmnbioTepa nnm OC FreeBSD.

Mocne MHCTanNaummn OC FreeBSD cnepyert YCTaHOBUTb C caunTa
http://www.freebsd.org/ Bce pekoMeHAOBaHHblE MpPOrpaMMHbie O6HOBNEHUA U
nporpaMMHble O6HOBMEHMUS, CBSA3aHHble C 6e30MacHOCTblO, CyLlecTBYKOLWME Ha
MOMEHT UHCTaNNaunn.

Ha Bce pupekTtopumn, copaepxawme cucteMHble dannbl OC FreeBSD un katanoru
CK3M, Heobxoammo yCTaHOBMTb MpaBa [AOCTyna, 3anpewakwwme BCEM
nonb3oBartensiM, kpome Brnagenbua (Owner), 3anuce.

B cBA3M € TeM, 4TO aBapuiiHbIX AaMn OMepaTMBHOM NaMSATU MOXET CcoAepXaTb
KpuaTorpaduyeckn onacHyr uHdopmaumio, B MNPUKIAAHbIX MporpamMmax,
ncnonb3ytowmnx CK3W, cneayet OTKIHOUYNTL BO3MOXHOCTb €ro Co34aHns C NoMOLLbIO
dyHKkumm setrlimit ¢ napametpom RLIMIT_CORE=0.

B OC FreeBSD wucnonb3yetcsa BupTyanbHas namsate. O651acTb BUPTyanbHON MamMsaTu
AO0/KHa 6bITb OpraHn3oBaHa Ha OTAE/IbHOM XeCTKOM aucke. 1o OKOHYaHMK paboTbl
CK3U copepxumoe BUPTYyasbHOW MNaMATU LOJKHO 3aTMpaTbCs C MUCMOb30BaHWEM
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8.1.2.

cpeacts OC. B cnyuyae aBapuiiHoro ocrtaHoBa DBM, npu cnegytouwen 3arpyske
HeobxoauMo B pexume “single user” ounmctuTb 06NacTb BUPTyaslbHOW NaMaTH
nporpamMmon wipefile, Bxoasiwen B coctaB CK3U XTHAWN.00050-03. B cnyuae
BbIX0Za W3 CTPOS XEeCTKOro AMCKAa, Ha KOTOPOM HaxoauTcs obnacTb BUPTyalbHOWM
namaTv, Kpuntorpaduyeckme K4YM noanexaTt BblBOAY M3 AEWCTBUSA, a XKECTKUMN
OVCK CUYMTAEeTCa He noAfieXxalnM pPeMOHTY. DTOT XEeCTKUN OUCK YHUUYTOXaeTcs no
rnpaBuiiaM YHUUYTOXEHUS KIHOYEBbIX HOCUTENEMN.

JononHutenbHble HacTponkn OC FreeBSD
HacTtpoitkn OC FreeBSD BbIMOJ/IHAKOTCA NyTEM peaakTupoBaHusa (yaaneHwus,
pobaBneHns) pasnmMyuHbiX KOHPUIypaunMoOHHbIX M KOMaHAHbIX daliioB.
Ons  coxpaHeHMs BO3MOXHOCTM "OTKaTuTb" BHECEHHble W3MeHeHus cneayeT
COXpaHaTb Moauduumpyemole darnbl B "6e3onacHoM" mecte (Ha BHELWIHEM HOCUTene
WM Ha HEe MOHTUPYEMOM aBTOMaTn4yeckn ¢araioBon CUCTEME).

8.1.2.1. OrpaHundyeHmne [ocTyna nonb3oBaTefnel M HaCTPOWKM MOSb30BaTENbCKOro

OKpY>XeHUs
HacTpolika nosb30BaTE/IbCKOr0 OKPYXEHMS 3aK/10UaeTcs B cleayrowmx AefcTBUaX:
1. B danine /etc/login.conf cneayeTt ycTaHOBUTL Cleayrowme AMPEKTUBDI:

Login-retries=3  (3agaeT 4MCi0  NOBTOPHbLIX  MOMBITOK  perncrpauumu
rnonb3oBartens nporpammon login)

passwordtime=30d ans orpaHmn4deHnsa cpoka aencremsa naponsa 30-t0 cyTKaMm
coredumpsize=0K gns 3anpeta co3gaHusa core-cdannos

SYSLOG_FAILED_LOGINS=0 (anpekTnBa npeanucbiBaeT NpoTOKO/INPOBaTb BCE
NOMbITKN HEYAAaYHOW perucrpaummn nosb3oBaTtens)

UMASK=022 (napameTp 3afaeT MacKy co3gaHusa darna no-yMosa4yaHuio).

CONSOLE=/dev/console (napameTp orpaHuMynBaeT BO3MOXHOCTb permcrpaumm
cynepnosib3oBaTenst TOSIbKO CUCTEMHOM KOHCOMbIO M 3anpeluaeT yaaseHHble
pernctpauum cyneprnonb3oBaTens).

2. [Ons nonb3oBaTens root yCTaHOBUTb MacKy pexuma co3gaHus dannos 077 nau
027:

umask 077 (umask 027);

3. OrtpepaktmnpoBaTtb ¢ann /etc/shells 1 nomMecTnTb B HEro MMeHa TOAbKO AN Tex
ncnosHsemblx dannos obonoyek, KoOTopble YCTaHOB/eHbl B cucTteme. [lo
yMonyaHuto, cogepxumoe damnna /etc/shells moxeT 6bITb TaknM:

/bin/csh

/bin/tcsh

/bin/sh

/usr/local/bin/bash
4. Ypanutb pann (ecnun oH cyuwectsyeT) /.rhosts.
Ypanutb cogepxumoe daiina /etc/host.equiv.

6. OtpepaktnpoBaTb dann /etc/pam.conf ¢ uenbto 3anpeta rhosts-
ayTeHTMdMKaunmM. BbiNnosHAeTCS KOMMEHTUPOBAHUEM BCEX CTPOK, coaepKalimx
noactpoky "pam_rhosts_auth.so".

7. TlpoBepuTb  wnaeHTUdMKATOPLI  MNOAb30OBaTENss M Irpynnbl  Ans  BCex
nonb3oBaTenen, nepeyncrneHHbix B danne /etc/passwd. Cneayet ybeamtcs, 4to
He cyllecTByeT Nosib30BaTesien, UMerwmx naeHtndunkaTop nonb3osatens 0 u
naeHTudunkaTop rpynnel 0 KpoMe, BO3MOXHO, Nonb3oBaTens root.

(]

8. CospaTb nepeyeHb nporpamm, KOTOpble 3anycKarTcs C npasamu
aAMUHNCTpAaTOopa, U KOHTPO/IMpoOBaTb €ro HEM3MEHHOCTb;

9. 3anpetuTb perucTpaumio B CUCTEMe MoJSib30BaTesiel, MMelWwux creayowme
"cnyxebHble nmeHa":
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daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp

[JencrtBne BbINOMHAETCS MyTeM YyKasaHusa B danne /etc/passwd CTpoku
'/sbin/nologin’ B none shell-nporpamMmmel 1 ykasaHus cuMmBona 'Xx' B none napons.

8.1.2.2. OrpaHunyeHns Npu MOHTUPOBaAHUM (PANNOBbLIX CUCTEM

OrpaHuyeHust NpuM MOHTUPOBaHMM (anoBbIX CUCTEM pPeanusyloTcs peaakTUpOBaHUEM
danna /etc/fstab:

1. YcTtaHoBUTb onumio nosuid npun MOHTMpoOBaHUK HannoBoOn CUCTEMbI /var.

Mpn wWHCTanNAaUUMM cucTeMbl cnepyeTr BbliAgenuTb Ana dannosbix cuctem /, /usr,
/usr/local, /var pa3Hble pasgenbl AuCKa ANd NpeaoTBpalleHus nepenosiHeHus
KPUTUYHbIX arnoBbix cuctem (/, /var) 3a cyeT, HanpuMep, Nob30BaTEIbCKUX AAaHHbIX
n obecrneyeHns BO3MOXHOCTM MOHTUPOBaHUA GanIoOBON CUCTEMBbI /usr B pexunme
"ToNnbKo AN yteHusa".

8.1.2.3. OrpaHuyeHus Ha 3anycK npoueccos

CneayeT orpaHnuYnTb MCMNOJIb30BaHWE B CUCTEME MIaHMPOBLLMKA 3aZay Ccron u cpeacTs
naketHonm o6paboTku 3agaHuit. [ns HoOpManbHOro QYHKUWMOHMPOBAHUS CUCTEMBI
MWUHUMaNbHO HeO6XOAUMLIM SIBNSAETCS pa3pelleHne MCNosib30BaHUA MIaHUpPOBLLMKA
3aZay cron M CpeAcTB NMakKeTHOM 06paboTkM 3aAaHnii ToNbKO nosb3oBaTtento root. Ans
3TOro cneayeT BbINOJHUTL Cneayowmne KoMaHabl (0T UMeHM Cyneprnonb3oBaTens):

echo root > /var/cron/allow
echo root > /var/at/at.allow

8.1.2.4. HacTpoiika ceTeBblX CEPBUCOB
HacTpolika ceTeBbIX CEPBUCOB 3aK/to4aeTCsl B ClieAytoleMm:
1. CnepnyeTt orpaHMunTb (YHKUMOHANBbHOCTb AEMOHA YMnpaBfieHUs CETEBbIMU

coeauHeHunamun inetd (xinetd). JdenctBme 3aknuvaetcsa B peaaktuposaHuun danna
/etc/inetd.conf. B darine /etc/inetd.conf cneagyet 3akoMMeHTpoBaTb (yAanuTb)
CTPOKM, coAepXallune onucaHua Tex CepBUCOB, WCMOJSIb30BaHME KOTOPbIX Ha
KOH(PUIypupyeMoM KOMMNbIOTEPE HE SABASIETCS HEO6XOAMMBbIM.

Kak MUHUMYM, CneayeT 3anpeTuTtb cnegyroumne CEpBUCHI:

echo systat
discard netstat
daytime tftp
chargen telnet
finger nfsd

Bo3MOXHO Takxe CHadana 3akoMMeHTMpoBaTb B ¢anne /etc/inetd.conf
OMMCaHMsa BCEX CEPBUCOB M 3aTEM PaCKOMMEHTMPOBATb TOJIbKO MCMOJIb3YEMbIE.

2. Wcnonb3ysa ytunuty sysinstall, OTKAOUMTL Heucrnonb3lyemble CeTeBble
cepBucbl, U cnyxbbl, 3anyckaemblX MNpu CTapTe CUCTEMbl, 3anyCcTuTb paboTy
noacucTeMbl accounting Ans KOHTPOJIS 3anyCcKaeMblX NPOLLECCOB.

3. Ecnn He nnaHupyeTcsa MCNoONb30BaTb HacTpavBaeMbl KOMMNbIOTEP B
KayecTBe MapluipyTu3aTopa, HeobxoAMMO 3anpeTuTb MaplpyTu3auuio, BbINOMHUB
KomaHay sysctl —w net.inet.ip.forwarding=0.

4. CnepyeT 3anpeTuTb MNPUEM U3 BHELWHeN ceTn "WupokoBelaTenbHbIX"
(broadcast) nakeTos, a TaKxe nepepavy OTBETOB Ha NpUHATBLIE
"lWnpokoBeLlaTenbHble" NakeThbl.

5. 3anpeTuTb cynepnosnb3oBaTento Aoctyn no ftp, ana atoro gobasutb "root"
B chann /etc/ftpusers
6. Ecnn nnaHunpyeTcsa ncnonb3oBaTbh Ha HacTpaMBaeMoM cepBepe cepsuc FTP,

TO cneayetr co3gaTtb (oTpepaktuposaTb) dann /etc/ftpusers co cnmckom
nonb3oBaTesniei, AN KOTOPbIX 3anpeweH AOCTyn K cepBepy no nportokony FTP.
dann wnMeeT TEKCTOBbIM QopMaT M AO/MKEH coaepXaTb MO0 OAHOMY MMEHU
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nonb3oBaTens B CTpoke. B cnucke "3anpelweHHbIX" nonb3oBatenen, Kak MUHUMYM,
AOSKHbI 6bITb Mepeyncsienbl cnegyolwme MMeHa Nonb3oBaTenen:

adm

bin nobody4

daemon nuucp

listen root

Ip smtp

nobody sys

noaccess uucp

7. Ona  orpaHMyeHus  goctyna K CUCTEMHbIM  dannam  ans
HEeNpUBUIErnpoBaHHbIX nonb3oBaTenen, W3 KOMaHAHOW CTPOKW cnepyeT

BbINMOMHUTL Cneaywuwne KoMaHAbl:

dannos:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at

chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
Takxe cnepgyeT obHynuTb ¢nar SGID Ans HEeKOTOpbIX WMCMNOSIHAEMbIX

chmod g-s /usr/bin/mail
chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
chmod g-s /usr/sbin/wall

8.1.2.5. OrpaHundeHmne KonmyecTea "BUaMMon nssHe" nHdopMaummn o cmcrteme

O6bl4HO, HauyanbHYK MWHMOpPMaUuK O CUCTEME MOTeHUMaNbHbIA HapywuTenb
nony4yaeT U3 CUCTEMHbIX MPUrnaleHnn, BblAaBaeMblX CeTeBbIMU Cnyxbamu cepsepa
(telnet-cepsep, ftp-cepsep u np.).

Mo3ToMy, K MepaM No OrpaHUYeHM0 Konmn4yecTBa "BMAMMON u3BHE" MHMOpMaUMK O
CUCTEME OTHOCHATCS:

e OTkas oOT cTaHpgapTHoro "3arosnoBka", BbIBOAMMOro cepsepoM ftp npu oTBeTe
nonb3oBatento. [locturaetcs ykasaHuem B danne /etc/ftpwelcome cneayrowmx
OVPEKTUB:

BANNER=""

e PepaktmpoBaHue dannos /etc/issue, /etc/ftpbanner n /etc/motd c uenbto
pa3bsCHEHUSA NOSb30BATENAM NpaBMa U NONUTUKN AOCTYyMNa K cepsepy ftp.

8.1.2.6. HacTpoitka noacmcTeMbl NPOTOKO/IMPOBAHMS N ayauTa

1. CneayeT yooCTOBEPUTCS, YTO TOSIbKO MOJSb30BaTesNb root UMeeT AOCTYN Ha 3anuchb
Ans cnegyowmnx dannos:
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8.2.

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx

2. Ecnhn Ha HacTpavBaeMOM cepBepe MWCMonb3yeTcss web-cepBep, TO cneayet
ybeanTtbcsa, uto Tonbko "Bnageney" npouecca httpd mmeer mgoctyn Ha 3anucb K
npotokonam httpd

3. OrpaHuumntb (C y4yeToM Bbi6paHHOW B oOpraHuM3aumm MNOAMTUKM 6e30MacHOCTM)
NCNoNb30BaHWe MoAb30BaTensMm KoMaHA Su M sudo - npefocTaB/ieHus
nosib3oBaTento aAMUHUCTPATUBHbLIX MOJTHOMOYUI

4. CnepyeT NpOTOKOMMPOBaTb MOMbITKM MCMOMb30BaHUA nporpaMM su u sudo. Ans
aToro, B ¢ann /etc/syslog.conf cnegyet nob6aBuTb 3anunchb:

auth.notice /var/log/authlog
nnn
auth.notice /var/log/authlog, @loghost

BTopass cTpoka aHanorMyHa nMepBOl, HO YyKa3blBaeT, uYTO MPOTOKOS
AOMNOSTHUTENbHO NepeaaeTcsl Ha cepBep cb6opa NPOTOKOOB.

CnenyeT obecrneuntb NMpOTOKONMPOBAHME HEYCMeELHbIX MOMbITOK perucrpauum B
cMcTeMe B JIOKalbHOM MnpoTokone. [ns 3Toro, cneayeT BbINOMHUTBL Credytolme
KOMaHzbl:

touch /var/adm/loginlog
chown root /var/adm/loginlog ; chgrp wheel /var/adm/loginlog
chmod 644 /var/adm/loginlog

5. [ns npoTOKONMPOBaHUS CETEBbLIX COEAUMHEHUIN, KOHTPOMMPYEMbIX AeMOHOM inetd
(Bkntoyasa paTy/BpeMsi coeauHeHus, IP-agpec Kk/AMeHTa, YCTaHOBMBLUENO
coeAnMHEHME W WUMA  cepBuca, o06cnyXuBawwero coeavHeHne), B dann
/etc/syslog.conf cnegyet 4o6aBUTb 3anuchb:

daemon.notice /var/log/syslog
n B hanne /etc/rc2.d/S72inetsvc 3aMeHnNTb CTPOKY
/usr/sbin/inetd -s
Ha
/usr/sbin/inetd -s -t

TpeboBaHMA MO pa3MeLLEeHUND TEXHNYECKNX CpeacTB
C ycTaHoBneHHbIM CK3U

Mpwn pasmelleHnn TeXHUYEeCKUX CpeacTB C yCTaHOoBIeHHbIM CK3U:

[JonxHbl OblTb NPUHATBI Mepbl 3alUMTe OT HEeCaHKUMOHMPOBAHHOrO Ao0CTyna B
MOMELLEHNS, B KOTOPbIX pa3MeLleHbl TEXHUYECKne CpeacTBa C yCTaHoBAeHHbIM CK3MU,
MOCTOPOHHUX ML, MO poAay CBOEN JAeATE/IbHOCTU He SBASIOWUXCS MNepCcoHanomM,
AONyUWeHHbIM K paboTe B 3TUX noMelleHuax. B cnydyae Heo6xoaAnMMOCTM MPUCYTCTBUSA
MOCTOPOHHUX 1ML, B YKa3aHHbIX NMOMELWEHUSAX A0/KEH ObiTb 06ecneyeH KOHTPOsb 3a UX
aencremamMmm n obecrneyeHa HEBO3MOXHOCTb HEraTUBHbIX AENCTBUM C MX CTOPOHbI Ha
CK3W, TexHuyeckume cpencrtesa, Ha KoTopbiX akcrnnyatmpyetca CK3UW wn 3awuwaemyro
nHdopmMaumio.

BHYTpeHHSIS NnaHMpoBKa, pacnosioXXeHWe W YKOMMNEeKTOBaHHOCTb paboumx MecT B
rnoMeLleHnax Ao/KHbl obecrneunBaTb MCNOMHUTENSAM paboT, COXPaHHOCTb AOBEPEHHbIX
UM KOHdUMAeHUNanbHbIX JOKYMEHTOB WU CBEAEHWNIA, BK/IOYAs KIoUYeBYO MHMOpMaUmio.

B cnyyae nnaHupoBaHusa pasMeweHns CK3UW B nomeweHunax, rae npucyTcTByeT
peyeBasi, aKycTuyeckas W Bu3yanbHas WHMOpMauusl, coaepXxawas CBeAeHus,
COCTaBNsoWME roCyaapCTBEHHYIO TalHy, U (UK) yCTaHOBEHbl TEXHMYECKME CpeacTBa
M cucTeMbl Npuema, nepepaym, obpaboTkm, xpaHeHuss U oTobpa)keHuss MHboOpMaunuu,
coAepxalwen CcBedeHUsl, COCTaBAslOWME TOCYyAapCTBEHHYI TaWHy, TeXHU4YecKue
cpencTtBa MHOCTP@HHOIrO MPOM3BOACTBA, Ha KOTOPbIX (DYHKUMOHUPYKT MpOrpaMMHble
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moaynu CK3W, posmkHbl 6bITb MOABEPrHyThbl CNeuUuanbHOW MNPOBEPKE MO BbISB/IEHUIO
YCTPOWCTB, NpeAHa3HaYeHHbIX AN HErNacHoro nNoay4YyeHus nHdopMaumn».

9. TpeboBaHusa No KpunTorpadpuyeckon sawmTe

[onXHbl BbINOMHATLCA Tpe6OBaHVIF|:

1.
2.
3.

11.

12.

13.

14.

15.

16.

Mcnonb3oBaHMe TONbKO NMLEH3MOHHOIO CUCTEMHOIO NPOrpaMMHOro obecneyvyeHus.
Paspen 17 pokyMeHTa XTAWN.00050-03 90 02.

Mepen HayanoM paboTbl AOMXeH 6blTb NPOBeAEH KOHTPOSb LIENOCTHOCTU. KoHTponem
LeIOCTHOCTM AO/KHbI H6bITb 0XBadeHbl dansbl, yKa3aHHble B n. 16.

HacTpoiika onepauMoHHoi cuctemol ans pabotsl ¢ CK3MW no n. 8.1.1.

Mpu uHctannaumm CK3UM posnkHbl 6biTb ob6ecneyeHbl OpraHu3auMOHHO-TEXHUYECKME
Mepbl MO UCKOYEHUIO NOAMEHbI ANCTPUBYTMBA N BHECEHUA M3MeHeHu B CK3U nocne
YyCTaHOBKM.

UckntoueHne mn3 nporpammHoro obecneueHus MIBM c yctaHoBneHHbiM CK3W cpeacTs
OTNAAKM.

Maponb, UCMoNb3yeMbliii ANs ayTeHTUDUKALMM NOMb30BaTeNei, AO/IKEH COAEpPXaTb He
MeHee 6 CMMBOJIOB aNndaBuTa MOLWHOCTM He MeHee 10. MepuMoANYHOCTb CMEHbI MNapons
- He pexe o4HOoro pasa B 3 Mecsaua.

MepnoanYHOCTb TECTOBOIO KOHTPONSA Kpuntorpadumyecknx gyHkumn - 10 MUHYT.
ExxecyTo4yHasa nepesarpyska [N3BM.

. NepnoanyHocTb octaHoBa lM3BM c ob6s3aTenbHOM NMPOBEPKON CUCTEMbI OXNaXAeHWUs

npoueccopHoro 6noka NMN3BM - 1 mecsu.

3anpeuwlaeTcs Mcnonb3oBaTb pexuM npocton 3ameHbl (ECB) FOCT 28147-89 ans
WndpoBaHMsa MHHOPMaLUK, KpOMe KITHYEBOMN.

JOMKHO paBaTbCs npeaynpexaeHne O TOM, UTO MpW  UCMOAb30BaHUWM  pexuma
WwundpoBaHus CRYPT_SIMPLEMIX_MODE wm™aTtepnan, obpabaTbiBaeMblii Ha OAHOM
KJloue, aBTOMaTMYeCKn orpaHMYnBaeTcs BenmynHomn 4 MB.

Mpu dyHKUMoOHMpoBaHMK CK3W nonxXHbl BbINMONHATLCS TpeboBaHUA 3KCrlyaTaUuMOHHOWN
AoKyMeHTauum Ha MAK 3awwuTtel ot HCA.
JomkHo 6bITb  3anpeweHo ucnonb3oBaHune CK3M  ana  3awunTtbl  Tene@OHHbIX
neperoBopoB 6e3 NpuHATUA B cUCTEMe Mep Mo 3awuTe oT MHHDOPMATUBHOCTM MOBOUHbIX
KaHanos, crneumdunyeckux rnpu rnepegave peuu.
JomxkHa 6bITb 3anpelleHa pabota CK3U npu BkaoveHHbIX B N3BM wTaTHbIX cpeacTBax
BbIX0A4a B pagmokaHarn.
KOHTpOneM LenocTHOCTU A0/KHbI 6bITb OXBayveHbl hannbl:
FreeBSD
libcspr.so.3, libcspr.la, libcsp_kc2.s0.3, libcsp_kc2.la, cryptsrv, cryptcp, certmgr, inittst,
csptestf, der2xer, sv, libcapi20.s0.3, libcapi20.la, libcpext.so.3, libcpext.la,

libpkixcmp.so.3, libpkixcmp.la, libasnldata.so.3, libasnldata.la, libssp.so.3, libssp.la,
libcsp.so.3, libcsp.la, librdrrndmbio_tui.so.3, librdrrndmbio_tui.la, set_driver_license.sh,

libcpcdrv_emul.a, pkcs11_initialize, pkcsll_set_pin, pkcs11l_generate_key,
pkcs1l_generate_key_pair, pkcs11_hash, pkcs11_sign, pkcs11_verify,
pkcs1l1l_sign_hash, pkcsll_verify_hash, pkcsll_encrypt, pkcs11_decrypt,
pkcsll_save_state, pkcs11_encrypt_sign, libcppkcsil.so.1, libcppkecsil.la,
libcsppkcsil.so.1, libcsppkcsil.la, librdrpcsc.so.3, librdrpcsc.la, librdrric.so.3,

librdrric.la, cpverify, wipefile, csptest, librdrrdr.so.3, librdrrdr.la, librdrrndm.so.3,
librdrrndm.la, librdrsup.so.3, librdrsup.la, librdrdsrf.so.3, librdrdsrf.la, librdrfat12.s0.3,
librdrfati2.la, libcapil0.s0.3, libcapil0O.la, libcpui.so.3, libcpui.la, librdremv.so0.3,
librdremv.la, cpconfig, mount_flash.sh.
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[MpunnoxeHune 1. KOHTPOAb LLENOCTHOCTU NMPOrpaMMHOro
obecrneyeHuns

B pononHeHne Kk aucTpmbyTuBy NOCTaBNATCA CKpunToBble darnbl integrity.sh, 3anyckom
KOTOPbIX MOXHO y6eaAnTbCsa B Le0oCTHOCTU ANCTpubyTmBa A0 ero yCTaHOBKM.

MporpamMmmHoe ob6ecneyeHne CK3U mmeeT cpeactsa obecneueHuss KOHTpons uenoctHoctu MO
CK3W, koTopble A0/MKHbI BbIMOJHAOTCA NEPUOANYECKMN.

Ecnn B pe3ynbTaTe NepumoamMyecKkoro KOHTPOAS LeAOCTHOCTM nosBnseTrcs coobuweHns o
HapyLweHNn LeNoCTHOCTM KOHTponupyeMmoro daina, nonb3oBatenb 06s3aH npekpatuTb paboTy wu
obpatnTtbCca K agMMHUCTpaTopy 6e30nacHoCTw.

AaMuHucTpaTtop 6€e30MacHOCTK, MpoaHanM3upoBaB MNpPUYUNHY, MPUBEALIYID K HapyLeHuo
LLesIOCTHOCTU, AO/MKeH NepeycTtaHoBuTb MO CK3U ¢ auctpubyTtmea, unm cuctemHoe MO.
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[MpunoxeHue 2. YnpasseHne NpoTOKOIMPOBAHNEM

Onsa BKAOYEHUSA/OTKNOUYEHNS 3HaYeHne log ncnonb3lymre:

a) FreeBSD
[ns 3ajaHns YpoBHS NMpOTOKONa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHna ¢dopMata npoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp - format 0x19
[ns npocMOTpa Macku TekyLlero ypoBHs U ¢hopMaTa NpoToKona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ans FreeBSD ypoBHS sapa
YnpaBrieHMe NpoTOKOIMPOBaHMEM noaaepxunesaetcs Ha ypoBHe API, cmotpu "Kpuntollpo CSP.
PykoBoacTBo nporpamMMumcra”.

3Ha4yeHMeM NapaMeTpa YpPOBHb MpOTOKO/a ABNseTcs 6uToBass Macka:
N_DB_ERROR = 1 # coobuweHunsa o6 owmnbkax
N_DB_LOG = 8 # cooblleHuns o Bbi3oBax

3HayeHMeM NapamMeTpa opMaT NpoToKoNa ABAseTcs buToBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb MM MOAYNS

DBFMT_THREAD = 2 # BbIBOANUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS (PYHKLNMU
DBFMT_TEXT = 0x10 # BbIBOAUTb caMo cooblieHune
DBFMT_HEX = 0x20 # BbiBOAUTbL HEX gamn
DBFMT_ERR = 0x40 # BbiBognTb GetLastError
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JIncT pernctpaumm M3MeHeHUM

JIUCT permcTpaumm n3MeHeHui

Homepa nucrtos (cTpaHuy) Bcero Ne Bxoasawum Moan. |AaTa
JINCTOB LOKYyMeHTa N¢ conposoaun-
MU3M | wn3MeHeH- |3aMeHEeHHbIX HOBbIX aHHynupo- | (cTtpaHuu) B TeNnbHOro
HbIX BaHHbIX LOKYM. [OKYM. U
aaTta
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